
 

 International Journal of Engineering Science and Computing, April 2017         11216                                                                http://ijesc.org/ 

 

          
ISSN XXXX XXXX © 2017 IJESC                                                                                                   

                                                       
 

 

Diffusion Speed Model for Face Liveness Detection in True Face 

Authentication 
K.Annalakshmi

1
, J.Sutha

2

Department of Computer Science and Engineering 

Sethu Institute of Technology, Tamilnadu, India 

 

Abstract: 

Spoofing is one of the features that biometric systems are confirm to be accessible to. When a biometric system by display a copy 

of the deposition of the user. Among all biometric, a face acceptance system is clear to perform. Spoofing attack is the action of 

outwitting a biometric sensor by performs a counterfeit biometric deposition of an authentic user. It is an explicit intrusion to the 

visual input of a biometric system and the hacker does not need previous knowledge about the recognition algorithm. Most of the 

modalities are not resistant to intrusion: the biometric systems are usually designed to only admit integrity without concern 

whether the integrity is live. Against the presence of very practical biometric systems nowadays, achieve anti-spoofing design for 

them in its inception. Existing approaches are simple to require track the components, which leads to an gain in the time, and 

highly cooperative user actions are also required. In this system propose for catch the image. The design of the suggested method 

is that the change in tract between lives and fake faces predicted by using diffusion speed. Compared with the existing system, the 

method performs the image intermediate and varying illuminations  
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I. INTRODUCTION  

 

Spoofing attack is the plan of out witting a biometric by 

declare forged biometric information of a authentic user. It is a 

explict intrusion to the sensory input of a biometric scheme 

and the hacker does not demand earlier ability about the 

acceptance algorithm. Most of the biometric modalities are not 

resistant to spoofing intrusion the biometric scheme are 

usually designed to only admit integrity without concern 

whether the identification is live. Despite the biometric 

scheme achieve anti-spoofing design for inspection. [1] [2] 

While creating an artificial claw to spoof a fingerprint 

acceptance system, or printing contact to spoof an acceptance 

system may require some facility, it is very clear to create a 

image of  face. All that is needed is a photograph of the 

person, which can be simply found on the Internet or taken 

directly from the user at distance. The knowdge that the 

artificial biometric deposition can bypass a biometric 

acceptance system, are not only chimerical: in the authors 

accept presented how to well laptop verification using only a 

stamped photograph. Since face spoofing attracted the thought 

of the biometric center, a figure of publications which location 

the issue in paticular ways have appeared. Available options 

include pleasing addead devices to catch if there is a live 

character in frontal of the camera, or asking the user to 

knowledge to some thread, like making a distnict action. 

However, completely automated scheme which do not commit 

on added hardware and are not intrusive are cheaper and more 

convenient for the user. User verification is an great step to 

assure information, and in this text, biometrics is possibly 

advantageous. Face biometrics is perspective, simple, and less 

personal-nosy. Unfortunately, new work has acknowdge that 

face biometrics is accessible to bluffing attacks using low cost 

equipment. This paper proposes a engaging access to 

recognize face using the spatiol recognize (dynamic texture). 

The approach of the access is to learn and catch the structure 

of the leading micro-textures that characterize real faces.  

II. RELATED WORK 

 

While more authentic and predictable than ever, the 

dependability of biometric systems is agree by the 

development of spoofing attacks. Acknowledge to this, hazard 

numerous research publications address confined spoofing 

detection, resulting in active counter-part for many biometric 

modes. However, an extensive, but often overlooked their 

commitment into a verification and how to measure their 

shock on the authentication systems themselves. A decision 

framework for under spoofing, called (EPS) framework major 

its is to serve for an objective comparison of different 

verification systems with their authentication act and to 

spoofing, taking into the system‟s to spoofing the errors. The 

accessibility of the expected open-source plan is demonstrated 

for the face mode, by analyse the guarantee of four face 

verification systems before and after they are achieve with 

anti-spoofing method. Under the equal brightness and 

background settings used for real-access video clips, the 

acquisition accept two high-decision pictures of each person 

using a 12.1 megapixel that authorize be used as basis for the 

spoofing attack. To realize the attacks, the operator forges an 

attack as detail in one of the successive scenarios: (1)print (the 

engineer presentation hard print of the high-resolution digital 

photographs printed on plain A4 paper using a pride-Adler 

DCC 2520 color laser printer); (2)mobile(the operator displays 

photos and videos appropriated  with the iPhone using the 

iPhone screen); and (3) highdef (the operator displays the 

high-decision digital image and videos using an iPad screen 

with decision(1024 by 768 pixels). 

 

III. PROPOSED SOLUTION 

 

The system introduces method for identity from an image. The 

concept of the proposed process is that the contrast between 

alive and forged aspect can be efficiently by using diffusion 

speed. Specifically, we propose computing the dispersion by 
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employ the (TV) flow design and anti-spoofing appearance on 

the diffusion speeds, called (LSPs). In particular, attack to 

model this diffusion process by granting for the (TV) flow 

design, and anti-spoofing appearance on the diffusion values 

computed at each location.. Proposed method in detail. The 

system will now present the key idea of our approach. When 

an image is visible or medium and captured over, the image 

access is technically an image of the medium only. However, 

because the intermediate imitates a target image, the new 

image arrives to be the objective itself without close 

examination. We will assign to such an image as a recaptured 

image. The main approach of our production is to catch the 

equity of this medium in question and not what the medium 

seems to look like. This modify from the previous literature 

discussed because we are not involved in whether the face 

recognized is „live‟ or not. We obtain that a more powerfull 

method to catch playback attacks is to examine the image for 

signatures or features that can reliably expose the malicious 

decided of the attacker if present. The gain for this approach is 

that it will enable liveness detection with only a single picture. 

As a effect video playback attacks will not complete better 

than photographic playback attacks because we are only 

looking at a single frame. In this paper, we will show that the 

specularity component of an image is a suitable feature for 

discriminating between live and recaptured faces. This 

technique requires the image to courage the textures of the 

intermediate. Contrast performance will be to analyze other 

features which will dispense the need for high-decision 

images. One limitation of our approach is that the input image 

needs to be constantly in order to resolve the image specularity 

which generally has limited spatial support. Furthermore, if 

the image is out of target or motion blur is present, the micro-

textures will not be faithfully secure in the image. the gradient 

of the image would be easy and hence related to that of a 

common image. Our future ongoing work is to integrity 

further features that are discriminative for natural and 

recaptured images which is robust to image decision and 

sharpness. However, for face-acceptance-based system, this 

limitation is not too restrictive as the nature of the image is 

required to be above a threshold for the recognition to be 

effective. A method to location this limitation would be to 

reject images that are not of a certain sharpness or definition 

using objective aspect estimate methods. Our technique 

requires the camera to resolve the texture. However, textures 

on photographic prints are finer than those compared to 

common paper, drastically decreasing the effectiveness of our 

method. To analyze the gradient image of the normalized 

specular component and extract two features from curve 

fitting. So, collective paring can vary from debater; depending 

on the gender of the talker, vowel context, and place of 

diction, voicing, and manner of articulation and the face. Their 

data also advice that male speakers show higher interaction 

than female speakers. Further, the authors also certify the 

complex, spatial temporal and non-linear quality of the 

coupling the articulate portion and the leading articulators as 

speech construction, governed by personal physiology and 

language-specific accent. They also state that acceptable 

connection between the voice and the face is indirectly by way 

of the jaw. More than the coupling, another source of pairing 

approach between the voice and cheeks. For example, when 

the articulate portion is shortened the speech performs not gain 

retracted. Due to such a complicated nonlinear spatial physical 

coupling between discussion and lip motion, this keep form a 

good candidate for detecting liveness, and modelling the 

speaking faces by catch this information can make the 

verification systems less exposed to spoof and counterfeit 

replay attacks, as it would be almost impossible to spoof a 

system which can exactly distinguish the artificially 

constructed or incorporate speaking face video arrangement 

from the live video sequences. Introduce an correlation and 

successive Bayesian fusion to location this problem. Next 

section briefly details the expected approach. 

 

VI MODULES DESCRIPTION 

 

A. Preprocessing 

The system propose figure out the dispersion by apply the 

(TV) flow design and extracting anti-spoofing  appearance 

based on the diffusion speeds, called (LSPs). Our appearance 

are finally proposal into a continuous SVM complete the 

liveness of the given image. As compared to earlier 

approaches, the expected method achieve well regardless of 

the image medium and even under changing brightness. This 

is quite desirable for produce powerfull acceptance in a wide 

area of environments. 

 

B. illumination correction 

The explanation behind expected method is that the 

illumination aspect of live faces is much different. It is clear to 

see that the face is fully reflected. (e.g., nose, lip, etc.), 

whereas the bright on a 2D forged face is almost uniform. This 

edge to a change in the brightness effects of secure images of 

live faces. In smooth part this difference in a original image, 

we introduce apply the approach of diffusion. This is because 

the brightness efficiency on a 2D surface are evenly 

distributed and thus are expected to diffuse slowly, whereas 

those on a alive turn to move faster result of their non 

uniformity. 

 

C. Feature Extraction 

On the basis of the above search, we can utilize the strength of 

the diffusion model to efficiently excerpt anti-spoofing 

features. More clearly, we straightforwardly employ the value 

of the dispersion speed itself at each pixel location as our 

baseline features, given as  

 
The width and height of the catch field, respectively. We 

propose defining the local speed patterns to efficiently taking 

alive small differences between the diffusion maps of live 

faces. 

 

D. LSP Feature Extraction 

The system discusses here the recognition of our proposed 

features for disclosure. For each pixel, LSP efficiently encodes 

further illumination characteristics again relationships between 

this information in local regions. As compared to the texture 

patterns widely employed in previous approaches, our LSP-

based feature vector captures illumination characteristics on 

corresponding surfaces. This allows the proposed design to 

range of spoofing intrusion using various media. Moreover, it 

accepts a great strength to discriminate live faces from fake 

ones, even when the recent are captured in high resolution. 

 

E. Performance analysis 

An act with previously published results is also shown. It 

should be strong that the previous approaches included are 

explained in detail. The results confirm that the proposed 

method successfully performs under various types of spoofing 

attacks as compared to previous access, which are based on 

binary patterns. It is noteworthy that temporal information 

greatly enhances the performance improvement, and thus, we 
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consider that a spatiol temporal diffusion scheme would lead 

to more reliable of intrusion, which will be considered in our 

future work. 

 

VI. EXPERIMENTAL RESULT 

 

 
Figure.1. Input image 

 

 
Figure.2. Filter image 

 

 
Figure.3. Face Detection 

 

 
Figure.4.Face Extraction 

 

 
Figure.5. Gamma Correction 

 
Figure.6. Feature Extraction 

 

 
Figure.7. DOG Filter 

 

 
Figure.8. Feature Extraction 
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Figure.9. Performance analysis 

 

 
 

VII CONCLUSION 

 

Spoofing and anti-spoofing has develop into a common topic 

in the biometrics center. Regardless of a appropriate face 

acceptance system, it should not be completely credible if it 

does not accept a protection against spoofing attacks. 

Specifically, we proposed conservation the TV flow and AOS 

design to efficiently compute the disperssion, which is robust 

to varying lighting conditions. To capture the difference alive 

and counterfeit more effectively, we undertake to encode the 

of diffusion speed values, so-called (LSP), and define it as our 

feature. 
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